
NOC Access Levels
NOC Access Levels 0-4 are selected by you to designate how you would like proactivetroubleshooting to be performed for your servers.  For example, 
you might want the NOC Technician to login to the server, diagnose the problem but avoid fixing anything until they receive permission from you (Access 
Level 1).

Access Levels at a glance:
ACCESS LEVEL

0
Select only for 
critical servers 1 2 3

TROUBLESHOOTING 
STEPS

= will happen as 
described

 = requires permission

The NOC will not 
login to a server to 
diagnose, 
troubleshoot or fix 
any issue without 
permission.

The NOC will login 
to a server to 
diagnose the 
issue,but will not 
troubleshoot or fix 
any issues without 
permission.

The NOC will login 
to a server to 
diagnose and fix 
issues, restart 
services (if non-
critical), but will not 
reboot the server 
without asking for 
permission.

The NOC will login to 
a server to diagnose, 
troubleshoot and fix 
any issue while 
following the 
maintence schedule 
setup in the 
escalation template.

LOGIN

DIAGNOSE

FIX

RESTART SERVICES

REBOOT SERVER

With Access Level 0, the NOC is notified that there is a problem when they receive an alert.  The Tech will not login to the server without first receiving 
permission from you.  The Tech will generate a ticket informing you about the problem and ask for approval to diagnose the issue.

If the issue is non-critical – Once you approve, the Tech will diagnose and fix the issue.
If the issue is critical – The Tech will NOT fix the issue but will send you details first and ask for approval to fix the issue.  The Tech will only fix the issue 
after receiving approval.

Use caution when selecting Access Level 0 as there is a lot of communication/approval that has to take place before work is performed on the 
server.

With Access Level 1, the NOC is notified that there is a problem when they receive an alert.  The Tech will login to the server, diagnose the issue and 
create a ticket including troubleshooting steps you can use to resolve the issue.  If you approve, the Tech can fix the issue.  The NOC will not proactively  
fix the issue without your approval.

With Access Level 2, the NOC is notified that there is a problem when they receive an alert.  The Tech will login to the server, diagnose and fix issues 
that do not require restarting services or rebooting the server.  If the issue does require restarting services or rebooting the server, the Tech will generate 
a ticket asking for your approval.  If the issue is non-critical and will not impact the end user, the Tech will restart the services only (not the server) without  
your approval.

With Access Level 3, the NOC is notified that there is a problem when they receive an alert.  The Tech will login to the server, diagnose and fix issues 
that do not require restarting services or rebooting the server.  They will create a ticket to inform you that they have worked on the issue.

If the issue requires restarting services or rebooting the server, is non-critical and can wait for the maintenance cycle, the Tech will generate a ticket and 
perform the work during the maintenance cycle.If the issue is critical and cannot wait for the maintenance cycle, the Tech will follow the escalation matrix  
to contact you for approval and/or create a ticket for your approval.
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NOC Access Levels
Troubleshooting scenarios:

NOC Troubleshooting 
Scenarios

ACCESS LEVEL

0 1 2 3
Automated patching – 
Reboot scenario

Automated patching is performed by the Server agent.  You choose if you would like the server 
rebooted after automatic patching in the Site Management->Patch Configuration tab of the 
ITSPortal. 

Service down alerts We will generate a 
ticket to inform you 
about the problem 
and ask for approval 
to diagnose the 
issue.  If it requires 
restating the service 
or rebooting the 
server, we will 
contact you again to 
request approval.

We will login and try to start the service. 
If the service cannot be started, we will 
escalate the issue internally to Senior 
Techs.  If the issue does not require 
rebooting the server, we will attempt to 
fix it.  If it does require rebooting the 
server, we will create a ticket for your 
approval.

We will login and try to 
start the service.  If the 
service cannot be 
started, we will escalate 
the issue internally to 
Senior Techs.  If the 
issue does not require 
rebooting the server, we 
will attempt to fix it.  If it 
does require rebooting 
the server, we will reboot 
according to the schedule 
designated in the 
maintenance template.

Low disk space alerts We will generate a 
ticket to inform you 
about the problem 
and ask for approval 
to diagnose the 
issue.  If it requires 
restating the service 
or rebooting the 
server, we will 
contact you again to 
request approval.

We will login and run a Disk Cleanup to clear space.  If that does not 
create enough space, we will create a ticket to let you know.

Note:
 The NOC Access Level is used for proactive troubleshooting of alerts.  
 If you raise a Service Request, the Tech will work on the issue as you have described it.  Please be clear in your request.
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